
This section lists common issues that may occur during the installation or operation of SMHUB and
their solutions.

Issue

If you have two (or more) SMHUB devices connected to the same network and both receive the
same IP address, this is caused by a MAC address conflict.

Root Cause

In early SMHUB-OS versions, the MAC address was cached by the firmware during the initial
flashing process and cache not cleared. As a result, multiple devices could end up using the same
MAC address, causing network conflicts.

How to Fix

1. Ensure SMHUB-OS version is at least 0.3.7
2. Ensure your SMHUB model (e.g. SMHUB Essential, SMHUB Nano) is shown in the top-

left corner of the web interface
If not, please fix that first:
https://smlight.tech/support/manuals/books/smhub/page/troubleshooting#bkmrk-
smhub-nano-mg24-mode 

3. Open Console
4. Run the following command (recommended on both conflicting devices): sudo fw_setenv 

ethaddr

 Password: smlight
5. Reboot the device
6. Check the IP address - each SMHUB should now have its own IP

Do this on both (or more) conflicting devices.

Result

Each SMHUB will generate a unique MAC address, eliminating IP conflicts on your network.

Troubleshooting

IP Conflict When Using Multiple
SMHUB Devices

https://smlight.tech/support/manuals/books/smhub/page/troubleshooting#bkmrk-smhub-nano-mg24-mode
https://smlight.tech/support/manuals/books/smhub/page/troubleshooting#bkmrk-smhub-nano-mg24-mode


1. Remove the 4G add-on
2. Stick insulating tape to the SIM card slot or place a layer of paper between the PCB and

the 4G add-on

3. Install the 4G add-on

This section lists common issues that may occur during the installation or operation of SMHUB and
their solutions.

Issue: ... nothing on the webUI is loading. the Settings page stays completely blank,
doesn't matter which setting I choose. 
Resolution: And I have to admit, the problem was not the hub, it was me - Firefox &
AdBlock will break the UI, at least in my case. 

Power & Boot
The first batch of SMHUBs with 4G add-ons did not include the screw with a ring, which was
meant to be placed between the add-on and the main PCB.

For some users, this caused a short circuit that prevented the hub from turning on.
To fix this, follow the steps below: 

Feedbacks from users
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Device bricked with SMHUB-OS v2.x 
Some users experienced a "soft bricked" device after updating over any method (Type-C /
SD-Card or through the web UI). This issue appeared because of U-Boot changes introduced
in version 0.2.0, when the Robust Auto-Update Controller ("RAUC") was introduced.
Users who experienced that were able to recover their "bricked" device by flashing back 
0.1.2 via Type-C (because it did not contain the new RAUC changes [by the way, it is here 
smhub-os-v0.1.2]) and then updating directly to a 0.3.x version via Type-C.

Below is a simple explanation of what happened and how it was fixed.

When the device turns on, the very first piece of software that runs is called U-Boot. You
can think of it like the “starter” or boot manager of the device. Before anything else
loads, U-Boot reads some settings (called “environment variables”) from the internal
storage (the MMC). These settings tell it how to start the system.

At some point, RAUC (stands for "Robust Auto-Update Controller" - the Linux update
system on SMHUB) accidentally damaged/corrupted those settings. When U-Boot tried
to read them, it got confused and didn't know how to continue booting properly, and the
device failed to boot - which looked like it was “bricked.” (for regular start, or for Type-C/SD-
Card updates).

What Was Changed:

To prevent this from ever happening again, we made two fixes:
1. Automatically reset U-Boot's settings whenever they are detected as corrupted. In
simple terms: If U-Boot sees that its configuration is broken, instead of crashing or getting
stuck, it will throw away the bad settings and restore working default settings - before any
damage happens.
2. We also corrected how RAUC marks a software update as “successful.” It will now only do
that after an update actually happens, instead of doing it on every boot. The old
behavior is likely what caused the corruption.

Simple Analogy:
- Imagine a PC that reads its BIOS settings when it powers on.
- If the BIOS settings get corrupted, the PC might not start.
- The fix is to detect the bad BIOS settings and automatically reset to “factory
defaults” so the computer can continue to boot normally.
This is exactly what we are doing here, but for an embedded device.

The good news: starting from SMHUB-OS v0.3.2, the fix is now built-in. You can simply
update and recover your device via Type-C / SD-Card.
(See details below https://smlight.tech/support/manuals/books/smhub/page/smhub-os-

https://updates.smlight.tech/firmware/smhub/os/smhub_os_v0.1.2.zip
https://smlight.tech/support/manuals/books/smhub/page/smhub-os-release-notes#bkmrk-smhub-services-v0.1.-1


z2m: Error: [BACKUP] Current backup file is not for EmberZNet stack.

1. Open console

2. Type:  cd /opt/zigbee2mqtt/data  
3. (optional) Type: ls  to show filelist
4. Type rm coordinator_backup.json
5. (optional) Type: ls  to show updated filelist

release-notes#bkmrk-smhub-services-v0.1.-1)

Your device is now:
- More robust
- Self-recovering
- Protected from this type of failure in the future

Zigbee2MQTT

This means that you have previously run Z2M for Radio1 (CC26XX).
Unfortunately Z2M does not support restoring backups between CC and EFR
Zigbee chips, so to run Z2M for EFR radio you will have to delete the backup,
which means you will have to re-pair all Zigbee devices.

“

Following the steps below means you will have to re-pair your Zigbee devices.

Hint: You can press the [TAB] key to autocomplete paths/file names.
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6. Go to "Apps" -> "Zigbee2MQTT" and press "Run" button

7. Now you can go to the Z2M interface, it will launch soon

Screenshot with a list of commands:

Model ID is not identifiable and Radio updates do not work properly.

SMHUB Nano Mg24 model ID and
radio flashing not-accessible
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To fix this, please

1. Go to Console and execute this command: `sudo bash /usr/lib/eeprom/eeprom-lib.sh --
model nanomg24 --hw 0.97 --force` (password for sudo is smlight). IMPORTANT: option --
hw 0.97 relates to hardware revision. You can see it on the PCB. 

2. Reboot and check. It should work
3. Please also update OS, smhub-services, and smhubos to the latest versions afterwards.
4. Please check that LOG level in Zigbee2MQTT settings is set to INFO or WARNING; the level

DEBUG overspams the device.
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